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1. Executive Summary

Linux server operators are expected to detect abuse, understand storage health, respond to connection pressure,
validate service recovery, and preserve an audit trail, often while moving between disconnected tools and incomplete
context. IronGargoyle addresses that gap by placing an operator-focused guardian directly on the host: it combines
storage visibility, authentication-abuse controls, TCP pressure analysis, service issue review, guarded configuration
changes, and browser-accessible terminal validation in a single local WebUI and CLI workflow. The result is a practical
resilience layer that helps teams move from scattered observation to structured action: observe the host, interpret the
signal, gate the response, apply a controlled action, verify the result, and leave an auditable record. This paper explains
why that model matters, how IronGargoyle aligns with modern incident-response and visibility principles, and why its
host-resident approach is a strong fit for administrators who need fast, transparent, and controlled server operations
without turning every investigation into a manual hunt across logs, firewall tools, disk utilities, and systemd commands.

Key takeaway

IronGargoyle is strongest where traditional administration becomes fragmented: it brings server health, security signals, response
controls, and operator evidence into one place while keeping high-impact actions gated, visible, and reviewable.

2. The Operator Problem: Too Many Signals, Too Little Context

A modern Linux server produces many separate signals: authentication failures, firewall drops, service failures, disk and
RAID warnings, TCP connection pressure, package or configuration changes, and web-console access state. Each signal
may be useful on its own, but the operator must usually assemble the picture manually. That creates delay, ambiguity,
and inconsistent response behavior.

Security guidance consistently emphasizes the need to identify, detect, respond, recover, and govern cybersecurity
outcomes together rather than as isolated activities. NIST CSF 2.0 describes its functions as concurrent and connected,
with response and recovery ready when incidents occur.™

Fragmented operator task Common friction What the operator needs

Review service outage systemctl, journalctl, config policy, and event A current issue view plus event timeline and
history are separate. policy explanation.

Respond to auth abuse Firewall backend differs by host; state may not A backend-aware block list with allow-list
match live enforcement. protection and live verification.

Review storage risk Filesystem usage, SMART, RAID VD state, and A page that separates health, visibility, physical
member-drive evidence are scattered. drives, virtual drives, and top issues.

Investigate network pressure Raw socket counts do not explain source, Pressure classification, history, source/service
service, trend, or response readiness. focus, and handoff review.

Change host policy Direct config edits can be hard to review and Validate, stage, diff, confirm, and audit
easy to apply incorrectly. configuration changes.

3. Why Host-Resident Resilience Matters

Incident response guidance stresses that organizations need capabilities to detect, analyze, prioritize, and handle
incidents efficiently, and that continuous monitoring and clear prioritization are essential for effective response.?

OWAGSP similarly frames logging and monitoring as critical for detecting, escalating, and responding to active breaches;
without adequate logging and monitoring, incidents may remain invisible or hard to reconstruct.®
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Availability and service continuity also matter. ENISA identified threats against availability as a top 2024 cybersecurity

threat, followed by ransomware and threats against data, based on several thousand publicly reported incidents and
events.”

Expert view

The point is not that every Linux server needs another dashboard. The point is that high-value server signals should be close to the actions
and evidence that operators actually use. A host-resident design shortens the path from signal to validated response.

4. The IronGargoyle Approach

IronGargoyle is designed as a host-resident operations and security guardian. It runs as a background agent, exposes an
operator CLI, and presents a WebUI that keeps host identity, protection posture, storage visibility, blocking controls, TCP
pressure, terminal access, events, and settings in one workflow.

+ 14 v IronGargoyle Host: testiraining.nternal OS: almalinux 9.7 Kernek: 5.14.0-611.5.1. Uptime: 4d Oh 13m €PU: 0% Memory:

.
Overview
Current host status
Updated 2026-04-05 17:58:24 EDT - Configured Level 2 (Defend)
Warder HDoracle StormWatch
1 blocked IPs RAID tooling detected 5 established TCP - Normal
Response and blocks - firewalld is active; Warder Capability/data visibility based on SMART/RAID Pressure and signal visibility.
will add temporary firewalld block rules. tooling availability.

Active Service Issues

No active service outages

Recent Activity
T Okdest st
Time Type What happened Outcome Summary
2026-04-05 17:58:14 EDT Remediation Warder enabled Changed from the Warder page.

Figure 1. The Overview page gives operators a quick landing view: host identity, module summaries, active service issues, and recent
activity.
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Overview Summarizes host identity, protection level, module state, service issues, and recent activity.

HDoracle Shows disk usage, SMART visibility, RAID virtual-drive health, physical member drives, JBOD/pass-
through devices, and controller/cache context.

Warder Provides manual and automatic block controls, ASN preview and confirm flow, allow-list
protection, backend preference, live block verification, and unverified state review.

StormWatch Classifies TCP pressure, source concentration, service focus, pressure history, Warder handoff
candidates, and nftables-based adaptive service-port response.

Terminal Provides browser-based shell validation inside the protected console access path.

Events Presents active issues, audit rows, policy gates, remediation outcomes, and module timeline
context.

Settings Stages and validates configuration changes before they are applied.

5. Original Analysis: The Evidence-to-Action Operating Model

IronGargoyle is best understood as an evidence-to-action system. The product is not just collecting facts; it is organizing
facts into a flow an operator can trust. The model below is original analysis derived from the IronGargoyle architecture
and user workflows. It is not private customer telemetry or a fabricated benchmark.

Stage Operator question IronGargoyle expression

Observe What is happening right now? Overview summaries, HDoracle status, Warder status,
StormWatch pressure, Events active issues.

Interpret What does the signal mean? Health labels, pressure patterns, response class, backend
readiness, policy notes.

Gate Is action allowed and appropriate? Protection levels, allow-lists, command allow-lists, backend
readiness, confirmation forms.

Act What controlled action runs? Warder block/unban, service start/stop, settings apply, adaptive
service-port limit.

Verify Did the intended state exist afterward? Live backend checks, service status review, events outcomes,
unverified state separation.

Audit Can another operator understand what Recent Activity, Events rows, audit JSONL, changed keys and

happened? staged diff records.

6. Capability Map: What IronGargoyle Brings Together

The table below maps IronGargoyle capabilities to common resilience outcomes. It is intended as an operator decision
aid rather than a compliance claim.

Resilience outcome
Govern and configure
intentionally

IronGargoyle capability
Settings staged apply workflow, changed keys,
diff review, protection levels.

Why it matters
Operators can review the exact configuration
change before writing it.

Identify host posture

Top bar host identity, OS/kernel/uptime,
management access posture, module
summaries.

Operators can verify the host and operating
mode before acting.

Detect meaningful signals

HDoracle, Warder, StormWatch, service issue
monitor, Events.

Signals are visible as operational context, not
isolated logs.

Respond with guardrails

Defend/Lockdown gates, Warder allow-list,
command allow-list, confirmation steps.

Response is intentional and constrained by
policy.

Recover and verify

Service issue tracking, remediation outcomes,
live block verification, unverified state review.

Operators can see whether actions matched live
state.

Produce audit context

Events and audit log with phases, outcomes,
and summaries.

A second operator can review what happened
and why.
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7. How IronGargoyle Supports Real Operations
Storage visibility with HDoracle

Storage problems often surface as application issues before they are recognized as disk or RAID issues. HDoracle lets an
operator review filesystem usage, direct-disk SMART evidence, RAID virtual-drive health, physical drives, JBOD/pass-
through devices, controller/cache protection, and top issues from one page.

Authentication-abuse response with Warder

Warder gives operators a controlled block surface. It can use supported firewall backends such as CSF, firewalld, nftables,
and iptables while keeping Warder-managed state separate from generic firewall noise.

Connection-pressure review with StormWatch

StormWatch turns raw TCP data into pressure status, pattern classification, source pressure, service focus, history, and
handoff review. Monitoring and visibility are separated from adaptive response and Warder blocking.

Audit and incident reconstruction with Events

Events helps operators reconstruct a timeline across detections, planned responses, policy gates, remediation actions,
verification results, and module activity.

Safe configuration with Settings

Settings turns configuration into a staged review process. The operator selects changes, validates and stages them,
reviews changed keys and diff output, and confirms before applying.

%7\ IronGaraoyle Host: testiraining.nternal OS: almalinux 9.7 Kernek: 5.14.0-611.5.1.¢19_7.x86_64 Uptime: 4d Oh 14m CPU: 0% Memory: 2% (1.590 MiB / 63,766 MiB)

q
Settings
Validate, stage, and apply configuration

Updated 2026-04-05 17:5%:06 EDT - Configured Level 2 (Defend)

Global system settings

Service protection status

Monitoring and auto-restart controls by service

Service Status Monitoring Restart Auto-restart

sshd Installed and active Restart capable )

Monitor this service Enable auto-restart
o Restart capable

Monitor this service Enable auto-restart

nginx Installed but currently inactive

httpd Not installed on this host Unavailable / not installed Unavailable on this host —

crond Installed and active Monitoring only —
Monitor this service

Figure 2. The Settings page emphasizes staged, reviewable configuration changes rather than hidden one-click edits.

8. Why the WebUI Matters: Clarity Without Losing Control

A server protection product succeeds only when operators trust what it shows. IronGargoyle uses a WebUI structure that
keeps the current state visible while keeping detailed evidence one click deeper. The Overview page is the first triage
surface; module pages provide detailed interpretation; Events explains what happened; Settings controls what changes
next.
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Design choice Operator benefit

Module separation HDoracle, Warder, and StormWatch each present their own evidence and controls.

Action boundaries Observation, recommendation, and response are separated so users know what is happening
versus what is being applied.

Backend labels Warder shows whether blocks come from CSF, firewalld, nftables, or iptables; StormWatch
adaptive response clearly calls out nftables.

Unverified state Stored block records that cannot be live-verified are separated from active blocks.

Staged apply Settings changes are validated and reviewed before writing the active configuration.

9. Operational Scenarios

A new server moves from visibility to Defend

1. The operator installs IronGargoyle and opens Overview in Watch mode.
2. HDoracle is reviewed first to understand disk and RAID visibility.

3. Warder backend readiness and allow-list entries are confirmed.

4. Settings is used to stage and confirm Defend mode.

5. Overview and Events confirm the updated posture and audit row.

A repeated SSH authentication source is reviewed
6. Overview or Events shows recent authentication-abuse activity.
7. Warder Status confirms the backend is ready, such as CSF or nftables.
8. The operator checks the allow list, then applies a temporary block.
Active Blocks shows the live-verified target, source backend, reason, applied time, and expiry.
10. Events preserves the action and outcome for later review.

A RAID host reports degraded storage

11. Overview shows HDoracle virtual-drive discovery.

12. HDoracle shows the affected RAID virtual drive and physical member-drive evidence.

13. Top issues direct the operator to the highest-value storage finding.

14. Events records high-confidence storage alerts so the broader activity timeline remains clear.

TCP pressure rises during a web traffic spike

15. StormWatch Overview shows pressure status, pattern, and response class.

16. Signals explains whether the pressure is source-driven, service-driven, SYN_RECV-oriented, or churn-oriented.
17. Warder Handoff presents source candidates when appropriate.

18. If enabled and supported, adaptive response uses nftables for temporary local service-port limits.
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10. Implementation and Adoption Path

A practical adoption path should start with visibility before moving into response. IronGargoyle supports that pattern by
starting from reviewable host context and moving toward guarded control as operators gain confidence in the
environment.

Adoption phase Recommended focus Expected result
1. Install and verify Install services, validate config, confirm WebUI access, A working local or public-management
confirm host identity. console.
2. Review visibility Use Overview, HDoracle, Events, and CLI status commands. | The operator understands the host
baseline.
3. Prepare controls Configure allowed users, Warder allow list, backend Guardrails match the server role.
preference, protected services.
4. Move to Defend Use Settings to stage and confirm Defend mode. Approved defensive controls can run
when modules are ready.
5. Tune and document Review Events, export reports, finalize operating notes. Operational behavior is predictable and
explainable.
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11. Security and Trust Design Principles

Local-first control plane: The console is designed around local/loopback operation with guided public-management
access layered through nginx when configured.

Explicit users: PAM-backed public-management access relies on approved local users rather than broad anonymous
access.

Action gating: Protection levels and module readiness checks determine which actions are available.
Backend verification: Warder verifies live backend state where practical before counting blocks as active.
Audit-friendly workflow: Events, Recent Activity, staged diffs, and audit JSONL records preserve operator evidence.

Operator clarity: The WebUI shows module status, backend source, unverified state, and action outcomes in operator-
readable terms.

12. Conclusion

IronGargoyle is built around a simple operational idea: the closer the evidence is to the action and the audit trail, the
more confidently an operator can run a Linux server under pressure. It does not ask the operator to choose between
visibility and control. It combines storage, firewall-aware blocking, connection-pressure review, service issue context,
terminal validation, events, and staged settings into one coherent host-resident workflow.

For teams responsible for hosting, managed Linux servers, or self-managed infrastructure, IronGargoyle offers a practical
path toward stronger day-to-day resilience. It helps operators see what matters, understand why it matters, act through
guardrails, and leave behind a record that another administrator can trust.
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